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= - How does the GUI work?
Chapters

Introduction

Return to the last Return to the slide ;I:low Turn audio comments,
viewed slide does the GUI work® animations and automatic slide

o / / transition on/off
Specifications, guidelines and laws

Planning your data management

. The current chapter is always — —
Collecting, storing and processing data hlgh“ghted (Works Only If you | ‘u l z\ Ad d I h
: allowed the execution of macros!) T vance directly to the
! Documenting your data processing ’ N Chapters \ neXt Sllde (Sklp
Use th butt 0 diractiy t r‘ Chapter animations and audio
se these buttons to jump directly to
Protecting your data th J f h yt comments)
e respective chapter [ Chapter2
Archiving and publishing your data
Supporting services and initiatives
On many slides you will find clickable buttons, which will lead to
additional information on external websites. These may contain video > go to website ]
tutorials, legal texts, checklists and many more.
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Planning your data management

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Protecting your data

Archiving and publishing your data

Supporting services and initiatives
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Planning your data management

Specifications, quidelines and laws

Collecting, storing and processing data

Documenting your data processing

Protecting your data

Archiving and publishing your data

Supporting services and initiatives

Managing digital research data - Basics, tips & tricks

Aspiration of this course: Giving an
introducing overview over the most
important aspects of the handling of
digital research data. Addresses persons
with little prior knowledge.

[ go to the advanced courses ]
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Chapters

Introduction What are research data?

Planning your data management

) ) What is research data management (RDM)?

Specifications, guidelines and laws

Why is data management important?

Collecting, storing and processing data

Documenting your data processing

Protecting your data

Archiving and publishing your data

Supporting services and initiatives
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results
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b= (Il il i = What is research data management (RDM)?
Chapters

Introduction

Planning your data management

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Protecting your data

? : n 010011010100010111
; Archiving and publishing your data ‘ 001100110100001111
: Supporting services and initiatives 010101010001101101
001101010001011100
110011010000111101
010101000110110100

RDM: Conscious and systematic handling of data from the planning stage
until the end of a project and perhaps even beyond.
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Chapters
, — @
. iroduction . ~/ further reading )

. v you keep an overview
Planning your data management

The Thuringian Competence Network for Research
Data Management compiled some “Research Data
Scarytales”. These are true stories about data
management failures and their consequences.

Specifications, guidelines and laws

Collecting, storing and processing data

v’ team work is easier

( _ — l go to the ,Scarytales” ]

Documenting your data processing /

L J
Protecting your data !'

. J SN : : :
‘ ) __ v' you can safeguard high quality standards in research

Archiving and publishing your data 9 =S
L J ail\

Supporting services and initiatives @

v’ you save time and avoid stress

v you comply with official requirements
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Chapters

Planning your data management

Introduction What should | consider?

Planning your data management

Adequate infrastructure

Specifications, guidelines and laws

People and departments involved

Collecting, storing and processing data

Developing a data management plan (DMP)

Documenting your data processing

Protecting your data Tools for developing a data management plan

Archiving and publishing your data

Supporting services and initiatives
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Chapters

Introduction

-

Planning your data management

7

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Protecting your data

J

Archiving and publishing your data

7

-

Supporting services and initiatives

7
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workflows & responsibilities
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Managing digital research data - Basics, tips & tricks

documentation

structure & overview

data storage &
transmission

protection against loss

and misuse
selection
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Introduction

- J / data processing \

Planning your data management and analySiS administration of
- ~ metadata

Specifications, guidelines and laws -
- - e~

Collecting, storing and processing data \( -
( | /project management

Documenting your data processing

. A 7
Protecting your data

Archiving and publishing your data _ |

: : o |
Supporting services and initiatives \ / administration of \ I

- /L\ . administration of
files
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Introduction

Planning your data management

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Protecting your data

Archiving and publishing your data
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within the project

-]
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PhD students

i & postdocs
data
manager 8

students

external
partners

Who has which abilities?

Who should be involved when
and how?

Who fulfils which tasks within the
project?

How do you organise team work
and interchange?

Managing digital research data - Basics, tips & tricks

at the university

your institute’s
IT admin

central

A IT department

=

library

£\

research
service
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Chapters
- i
; introduction ‘ DMP: A structured document containing detailed information on data handling.
- - May and should be constantly updated and complemented during the project
Planning your data management
Specifications, guidelines and laws )
. J typical structure of a DMP:
Collecting, storing and processing data
- < administrative information
Documenting your data processing
Protecting your data data collection and basic methodology
Archiving and publishing your data O .
. . N  storage, backup and security
S rti i d initiati —
; upporting services and initiatives ‘ @ \
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archiving

sharing and publishing data

resources und responsibilities

Managing digital research data - Basics, tips & tricks

further reading

The Digital Curation Centre’s website on
data management plans provides tools,
checklists and guidance.

go to the DCC website ]
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Introduction

Planning your data management

Ol e Tools for developing a data management plan @ Q)

Chapters
Specifications, guidelines and laws 7 individual counselling
by RDM support staff

Collecting, storing and processing data templates, CheCk“StS, exampleS 1
> 2 (can be found in disciplinary web go to the website of the Research
Documenting your data processing portals and on the WebS|teS Of Data SuppOI’t Tea.m at LUH

some funding bodies)
Protecting your data

Archiving and publishing your data

Supporting services and initiatives

Fragebogen fiir Projeke hesdjefif
Allgemein f Thema

et i s e P

commented online editors
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| Specifications, quidelines and laws

Chapters

Introduction Laws frequently affecting research practice

Planning your data management

RDM is good scientific practice!

Specifications, guidelines and laws

Guidelines for handling research data at LUH

Collecting, storing and processing data

f _ — Funder requirements
Documenting your data processing
Protecting your data Why funders require RDM
| Arenving and pblishing your data - Recommendations for RDM statements in funding proposals

Supporting services and initiatives
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= [ I Laws frequently affecting research practice

Chapters @\
\
i . - - /
e e | Q ) to the official version of the GDPR (Official Journal of the EU) ]
[ e § to NDSG (niederséchsisches Vorschrifteninformationssystem, in German) ]
Easbibbisheliiboidl Privacy and for detailed information (in German) see:
T————— data protection Advanced course “Umgang mit personenbezogenen Forschungsdaten.
. ) laws Rechtliche Grundlagen, Methoden und Hilfsmittel.”
Documenting your data processing ) G Y, l go '[0 the advanced course l
r - \ . )
Protecting your data
— - §
! Archiving and publishing your data . O . c - . \
. . ~ ) to the German copyright and intellectual property law (Bundesamt fur Justiz) ]
Supporti i d initiativ
il § to the German patent law (Bundesamt fur Justiz) ]
Intellectual further reading (in German):
property and website of the Federal Ministry of Education and Research (BMBF): Urheberrecht
patent laws in der Wissenschaft: Was Forschende und Lehrende wissen sollten. At LUH,
Dezernat 4 offers counsel on patent applications.

[ to the BMBF website l { to the Dez.4 website “Patents and Startups® ]
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Chapters

Introduction

Planning your data management

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Protecting your data

Archiving and publishing your data

Supporting services and initiatives
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RDM is good scientific practice!

RDM is especially relevant for these 6 out of 19 guidelines:

Guideline 7: Cross-phase quality assurance

Guideline 10: Legal and ethical
frameworks, usage rights

Guidelines fo

. . r Safeguar in
Guideline 11: Methods and standards = e Researn ol
Guideline 12: Documentation

DFG
e~ |

Guideline 13: Providing public access to research

results

Guideline 17: Archiving

Managing digital research data - Basics, tips & tricks

ou can read the guidelines
themselves and accompanying
disciplinary comments in the DFG
portal “Research Integrity” (English
version not finished, yet).

| to the DFG portal ]
\ A,

Please note as well:

\

= DFG guidelines on the handling of
research data

= disciplinary guidelines,
requirements, policy papers etc.

You can find both on this website:

to the DFG website
,Handling of Research Data“

J
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Chapters
Introduction principles:

Planning your data management = how to handle research data:
: : = protect against losses

Specifications, guidelines and laws )
- J = process for sustainable (re-)use

Collecting, storing and processing data u docu ment
i ) = archive (long-term)

Documenting your data processing

- head of project is responsible! iy
Protecting your data -

ésens chaftlichen Praxis verflichtet, F
chhattize Nitzung sufeubererten und

::.m-m 1hre Wssenschatterinnen und Wissans chafer auf. For
e oderin den vorhanden en institutionellen Infrastrukturen der

= publish research data according to the FAIR principles in SR

Archiving and publishing your data s =t B ——

(disciplinary) repositories (request)

Supporting services and initiatives

= develop project-internal RDM policies and data management plans (recommendation)

§ \
You can find the official LUH

website with the guidelines here:

= integrate RDM into teaching - faculties (recommendation)

l got to guidelines ]

v
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Chapters
Introduction the classic: ,Oh oh, we still have to
— i write something about research data...”
Planning your data management
Specifications, guidelines and laws

— J - o .

- : Application quide
Collecting, storing and processing data

 — S TTTTTT =TT =T==== ===== = ==

r M

Documenting your data processing

Protecting your data

—

i N T TTTTTTTTTTTTTTTTT Tt Tt

Archiving and publishing your data - -

—

S

i ™
Supporting services and initiatives

J

Dezernat 4 is happy to support when it comes to drafting RDM-related proposal chapters. The sooner you
come up to us, the more efficient our counselling can be. Please do not expect text blocks for copy & paste!

l to the Dezernat 4 website (competences overview) l
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b= [l - Nl < Why funders require RDM
Chapters

Introduction

r
-

™)
7

. research data &
Planning your data management

| ) results
- . wants to check

Specifications, guidelines and laws
. ) produces

Collecting, storing and processing data WantS tO re-use
{ ™

Documenting your data processing researCher \ (dISCIp|InaI‘y) Commur“ty
> 4 of fellow researchers

Protecting your data

Archiving and publishing your data i —
: l O ) \
- S funders’ key concerns: ideo ti
_ video tip
Supporting services and initiatives = make sure that results can be validated o _ ) _ -
. J = avoid multiple funding This video perfectly illustrates a “worst practice scenario”...

) L Karen Hanson, Alisa Surkis, Karen Yacobucci (2012): Data
Important prerequisites: Sharing and Management Snafu in 3 Short Acts. CC-BY 3.0

= data are accessible long-term .
= data are readable and comprehensible O

long-term [ to the video in the AV-Portal of TIB I
1\ J \. : J
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O Recommendations for RDM statements in funding proposals
Chapters

' -
Introduction v
S 7 \/

8 ™)

Planning your data management | | Y sreees
—

commitment to relevant policies

» of the funder (e.g. good scientific practice (DFEG), H2020 Open Data Pilot)

= the own university (for German universities, see list on forschungsdaten.orq)

= the own discipline (see overview on the respective DFG website, at the bottom)

Specifications, guidelines and laws
 S—

e e in case of joint projects: intention to write a further reading
: ) project-internal RDM policy
Documenting your data processing We compiled further tips and infos on our
[ F—— ) website. We also provide a manual for
o ) DMP drafting internal RDM guidelines (in German).
 — N ) N intention to develop a data management plan .
P bl \ S [ go to the proposal infos I l see the manual ]
— L ,
Supporting services and initiatives . . .
— J : : . Science Europe issued an extensive RDM
:/ﬁ A intention to elaborate data according to . P . :
/ “ . guide. It also contains DMP tips for both,
o \ the FAIR principles and to make apolicants and reviewers
ﬁ}( J accessible for re-use open access 5 '
l go to the Science Europe guide l
[/ - J

information on used (IT) infrastructure: what is available at your own university and beyond?
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S5 Collecting, storing and processing data

Chapters

Introduction Re-using existing data

Planning your data management

Data storage and transmission

Specifications, guidelines and laws

LUIS services for data storage and backup

Collecting, storing and processing data

: : Structured deposition and file naming

Documenting your data processing

Protecting your data Handy tools to make live easier...

Archiving and publishing your data SDeCi al Sel’Vi ces u nd proq rammes

Supporting services and initiatives

Sharing data (also with external partners)
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. Re-using existing data

Chapters
& -
Introduction

L 3 —
i -

Planning your data management
- -
i -

Specifications, guidelines and laws [ A \
- -
& -

Collecting, storing and processing data

Documenting your data processing

e www.some-repository.com
\ @ " Data Search
search for: :
\\\ |advanced search|
Protecting your data

_ | your own data from your institute’s links to supplement search engines of
previous works data storage data in journal articles repositories

Archiving and publishing your data

— -
i N I
Supporting services and initiatives JC

| ) heck before generating new data: A
= Are there any existing data you could include in your own analysis (e.g. to broaden your database or for
reference and comparison purposes)?
» |f the answer is yes, do you have access to these data and all necessary permissions to process them?
= |f the answer is yes, can you read and understand the data?
\9 At this point you already notice what is important when making your own data available for re-use later on... )
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O] e Data storage and transmission
Chapters

sufficient capacities before generating any data!

Introduction Make sure you dispose of adequate infrastructure and ]

Planning your data management

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Protecting your data adequate security levels

of storage systems?

Archiving and publishing your data

Supporting services and initiatives

Is an automated daily backup
guaranteed? sufficient bandwidth?
(two copies in different locations)
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ﬂl\lﬂ > LUIS services for data storage and backup
Chapters

Introduction

Planning your data management

i

Specifications, guidelines and laws

personal “Cloud-Seafile” “Projekt-Seafile”
Collecting, storing and processing data (storage + data synchronisation) (storage + data synchronisation)
f ) [ go to service description (German) ] [ go to service description (German) ]
Documenting your data processing

Protecting your data

Archiving and publishing your data

Supporting services and initiatives

=a

Backup & Restore
LUH data archive LUH data repository (for servers of institutes)

l go to service description (German) ] | go to service description (German) ] | go to service description (German) ]
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I \ |
O] e Structured deposition and file naming
Chapters

Introduction

Planning your data management

™ ™
7\ 7\

Specifications, guidelines and laws

date editor version
YYMMDD

Example: 210519 WorkshopRDM _slides_draft VS v03.pptx

Collecting, storing and processing data

”
7\

Documenting your data processing

A

Protecting your data
Archiving and publishing your data G\
_ J . N
- » jrecommendatlons:

Supporting services and initiatives

- = = consistently name files and folders according to a defined scheme

= use hame components that provide meaningful information about the files content
= start with the component most often used for sorting

" avoid spaces and special characters y
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b= 1" ffl Wil Handy tools to make live easier...
Chapters

! q 99

Introduction

Document
Once upon a time
here was a

L/ {

@ 00?7 g \.., scanned text that

_ X could also be
AN fios POF 24 | read by machines.

Planning your data management

Specifications, guidelines and laws

- - systematically name lots of files at use PDF24’s OCR to make
Collecting, storing and processing data once US|ng RenameMaster Clean up tables US|ng OpenReflne Scanned texts SearChabIe
Documenting your data pracessing [ go to download page ] [ go to download page ] l go to download page ]

Protecting your data

Archiving and publishing your data .

Supporting services and initiatives

' A

4 91 49 Find more tools in the “tool box“ on our
edit many images at once following a website (currently in German only).
defined pattern'(e.g. c_hanging names, l go to tool box ]

colours or size) using IrfanView )

[ go to download page ]
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b=l - Nj| < Special services und programmes

Chapters

Introduction

Planning your data management
G 000

Specifications, guidelines and laws

Scientific Computing
(using the LUIS computing cluster)

Collecting, storing and processing data

Documenting your data processing | go tO SerV|Ce descnptlon ]

Protecting your data

Archiving and publishing your data

Supporting services and initiatives

Bug
Creator
3.0

LUIS central software and license
acquisition

l go to software catalogue (German) ]

www.fdm.uni-hannover.de/en Managing digital research data - Basics, tips & tricks

multi-user online editing of documents (also
simultaneously) using OnlyOffice

l go to service description (German) ]

data generation or processing by
external service providers (e.g.
transcription service, call centre, aerial
photography etc.)
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T \ l | .
b= [ - Al < Sharing data (also with external partners)
Chapters

Introduction

— J
-

7

Planning your data management

———
-

e

7

creating share links to files and folders
in the “Projektablage” or “Cloud-Seafile”

Specifications, guidelines and laws

Collecting, storing and processing data l gO tO Seaflle user man ual ]

-

7

Documenting your data processing

A

1
J

Protecting your data

—
-

J <

Archiving and publishing your data

—
-

.

7

Supporting services and initiatives
S

e

upload ticket
g download ticket

LUIS Download Ticket Service
(as an alternative to big e-mail attachments)

L go to service description (German) ]
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= REEEE

Chapters

Introduction

Planning your data management

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Why documentation is so important

The significance of metadata

General and specific context information

Documenting your data processing

How metadata is generated and which forms they can take

Protecting your data

Documentation — possible instruments

Archiving and publishing your data

Supporting services and initiatives

www.fdm.uni-hannover.de/en

Managing digital research data - Basics, tips & tricks

Slide 30 of 56


http://www.fdm.uni-hannover.de/en

LEIBNIZ-INFORMATIONSZENTRUN . .
TIB TECHNIK UND NATURKISSENSCHAFTEN i Leibniz
UNIVERSITATSBIBLIOTHEK aj 2 U 5. .t..t
1O niversita
too:4 | Hannover

b=l i1 Nfj| < Why documentation is so important
Chapters

Introduction

Planning your data management

o' :

ithout good documentation you are in danger of ...

Specifications, guidelines and laws

= . .failing to find specific data

Collecting, storing and processing data

> ; = ...being unable to retrace data creation and
Documenting your data processing pI’OCGSSIng StepS
. _ ) = ... being unable to interpret data due to lacking
Protecting your data context information
Archiving and pubhshmg your data U .. .miXing Up ﬁleS (Outdated Or Contending
- < versions)
Stpporting services and initiatives = ...not being able to interchange data with others

. . or to combine them with data from other sources
data interim storage,

model ,Asse”... An adequate documentation is
good research practice!
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Ol [0 1 significance of metadata

Chapters

' et What is this? Who produced this?
; irodueon ‘ (context / description) (authors)

Planning your data management /\/\
. 1 A
- 1 B

Specifications, guidelines and laws Am | able to open / read / >
- . edit it? 3 Where does it originally come from?

Collecting, storing and processing data (file format) 54 (source / storage location / identifier)
> \ 6

Documenting your data processing 7
8
4 . 9
Protecting your data . 10 .

] . When was it produced? |’ Am | allowed to (re-)use it?

Archiving and publishing your data (date Of generatlon / 2 (Ilcense)
> : publication)

, : o 4
; Supporting services and initiatives ‘ 15 13 391' E
16 1154 379,00 0'11; 06,00
328 - 91
1|77 16 5 ,25 013 ,50

94,7 379,00
: 0,13 328 25C

Metadata are structured information necessary to
understand and (re-)use the data themselves.
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2l .@[!] General and specific context information

Leibniz
Universitat
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Hannover

5

Chapters
g the spectrum of possible
onion model
l Documenting your data processing l
specific <« » general < » specific
dataset project discipline : discipline  project dataset
. . o generic . . .
specific specific specific specific specific specific

I
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‘ \ |
O How metadata i1s generated and which forms they can take

Chapters
Introduction How metadata is generated N\ -
Planning your data management TXT
Specifications, guidelines and laws
C » /e
Collecting, storing and processing data teXt flleS (e . g . databases
- S ,Jeadme” files)
Documenting your data processing
. < manual input in a
Protecting your data structured form
_ ) spreadsheets
Archiving and publishing your data - —\
Supporting services and initiatives > XM L
‘ embedded into the data files structured
automatic generation (e.g. file header, properties of xml files
by devices image files)
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Ol el Documentation — possible instruments

Chapters lo]
r ‘ o
Introduction 6
Planning your data management

= - metadata —
Specifications, guidelines and laws database W|k| Iab notebOOk (On

B coicing soriglantprssting dem) | consistent ' example: ResourceSpace . example: DokuWiki paper or electronic)
- - folder system (LUIS Projektablage) (LUIS Projektablage)

Documenting your data processing
r _ ) \
i Protecting your data | J further reading

Archiving and publishing your data

ZB MED (ed.) 2021: Electronic laboratory notebooks in the context
of research data management and good research practice. A guide
for the life sciences. DOI: 10.4126/FRL01-006425772.

Supporting services and initiatives

{ go to guide ]

Harvard Medical School: Website about Electronic Lab Notebook

internal RDM policy & : : _ _
including a comparison grid.

data management plans (DMP)

| —
g { go to website ] J
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9@ ™™ protecting your data

Chapters

Introduction J Handling passwords: NOT like this, please!

Planning your data management

Generating secure passwords

Specifications, guidelines and laws

Rights management

Collecting, storing and processing data

: : Encrypting files and folders

Documenting your data processing

Protecting your data Encryption using VeraCrypt

Archiving and publishing your data PhVSicaI access I‘eStriCtionS

Supporting services and initiatives
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I |
0 e Handling passwords: NOT like this, please!

Chapters

- Introduction An: I all@project I
- . \ Betreff: | password

Planning your data management

Specifications, guidelines and laws Dear all
p— - ) o assword = The password is

Collecting, storing and processing data [ ”ABC1 23“
— : =

Documenting your data processing ) DO nOt StICk your password Never Send .
- - on your screen! passwords as plain Do not use the same password for

Protecting your data text via e-mail! different accounts!

Archiving and publishing your data )
— ; tool tip

Supporting services and initiatives . .
_— : You can manage your passwords in a reasonably secure way using the

password manger KeePass (not recommended for highly sensitive
passwords). In this case you only have to memorise one master password

Tip: Save your password database to your personal LUH cloud storage,
which can be accessed from different devices.

l go to download page ]
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=
10 Generating secure passwords

Chapters
Introduction O:]!

 — J - \
- < further reading

Flanningyour data management User: [ JohnDoe / ConnectSafely (May 2020): Tips for
e ————— / ' Strong, Secure Passwords & Other
:peCI ications, guidelines and laws J Password: [ B R R R R \ Authentication Tools. Website

Collecting, storing and processing data L gO tO Webs|te ]

{ ™ k )

Documenting your data processing

i A

Protecting your data (\
— 7 |
4

Archiving and publishing your data [ pPS for secure passwo rds: C\
 — b - \
' 8 1 JA

void language specific characters,
such as 6,4,0,18 etc. in passwords.
These characters may not be available
= phrase instead of a single word on devices with the keyboard layout of

= no obvious sense (no common proverbs etc.) another country. You may thus be
unable to enter your password!

= atleast 20 characters

Supporting services and initiatives

——— S

» hard to guess (do not use birthdays etc.)

= altered spelling (e.g. ,trick® instead of ,trick®) \

= combining several languages
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O Rights management

Chapters
! . rights (examples)
Introduction —1 C\
" J - . - \
r Planning your data management = read (justlook) /Rellably configuring and managing
! . 1 f : 7 wri : user rights requires IT expertise
- olders, files, write (edit _ _
coeciicat o a (edit) and possibly special software. Take
pecifications, guidelines and laws d pages ) L )
; < A% create (generate new item) this into account when planning
Collecting, storing and processing data ! @ \YOUI’ prOJeCt and yOUI’ resourcesl b
L ) — move
> \ |
Documenting your data processing d I
A delete
Protecting your data @ download
Archiving and publishing your data
: . user groups rou
Supporting services and initiatives (exam Q|es) assignment LOG
: im r ion
T admins & e date time user actio
groups Of datasets * headS Of prOJeCt & * .....................
In databases ------- aman mEmsss  smmEEsEm
© Staﬁ members ---------------------
8ea 4
©s external partners
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- \ |
b= [ - Al < Encrypting files and folders

Chapters
!
Introduction The more sensitive the data, the more important is continuous encryption! ]
- : h
Planning your data management further reading

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Aseem Kishore (21 July 2019):
How To Encrypt Zip Files. Online
= article at Help Desk Geek.
\ { go to online article I

B T ding devi individual files WinRAR documentation.HELP!:

- J  TecOrang devices and folders Archive name and parameters
Archiving and publishing your data dialog: general Options. Set

- = password.

Supporting services and initiatives S ¢ 0 ¢

| b [ go to documentation.HELP! l

Zainul Franciscus (28 December
2018): What Is Encryption, and
server How Does It Work? Online article
at How-To Geek.

mobile storage
media /

laptops workspace PCs g { go to online article l )
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@ B L
Universitat
Hannover
Chapters
| v VeraCrypt - X
Introduction . Generally Speaking encryption Volumes System Favoriten  Extras  Einstellungen Hilfe Webseite
2 by software is more reliable W Volume Benchmark-Test ... ~
Planning your data management than encryption by hardware! = A Testvektoren ...
> . :'B Traveler-Disk-Installation ...
Specifications, guidelines and laws jg Volume-Erweiterer
) o P VeraCrypt-Volume erstellen
Collecting, storing and processing data . (=) G . . .
‘ tool tlp = H: Schlisseldatei{en) generieren
A ; ; =i It Sicherheitstoken-Schliisseldateien verwalten ...
[ Documenting your data processing VeraCrypt is a powerful, user-friendly, open o e St s
source programme capable to securely encrypt e FollE s e s s s
Protecting your data individual folders, partitions and entire drives. j; Volume-Kopfdaten si'_:hern
It is available for all common operating =, Volume-Kopfdaten wiederherstellen ... .
Archiving and publishing your data syste ms. e Laufwerksbuchstaben aktualisieren
to d load ] Volume-Verlauf I&schen
Supporting services and initiatives oo elgirliostel [pekle Volume erstellen Passwort-Cache sicher l&schen I
Volume
Techlore's YouTube video explains well the | - -
0 o el ...
advantages, features and configuration M.
choices of VeraCrypt. [/] Verlauf nicht speichern Vol.-Operationen .. Datentriger ...
go to video ]
Einbinden Alle Datentr. einbinden Alle trennen Beenden
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b=l i1 Nfj| < Physical access restrictions

Chapters
, , 4 B

Introduction = Which media contain the originals or copies of the data?

> S »  Where are these media located?
Planning your data management

= Who has legally access (including janitors, cleaning service etc.)?

Specifications, guidelines and laws = How easy would it be to gain access illegally (burglary)?

Collecting, storing and processing data

- - I 00 ¢

Documenting your data processing

Protecting your data

S 000
. ) 4 o e 0 0 /
Archiving and publishing your data Choose storage locations whose security and access restrictions are
. ’ \_ adequate to the sensibility of your data! Y,

Supporting services and initiatives

. S
further reading

A recent example:

Maia de La Baume (2020): Thieves use lockdown as cover for EU

Parliament burglaries. (online article from 1 July 2020 at POLITICO.eu)

[ go to article ]
| ' J
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T \ | = L
Ol el Additional organisational measures
Chapters

! Introduction . .
__ . HOW TO | Q :
Planning your data management PROTECT —
— < YOUR DATA
Specifications, guidelines and laws
p— - See for a professional (!) physical
Collecting, storing and processing data destruction of defect media and

— J

> ) e : media no longer needed.
Documenting your data processing . d L. ” AVOId free C_ommerCIaI CIOUd |
: g Tran Iand §e35|t|se all persons storages, file hoster etc. You can hand over electronic
Protecting your data involved in data processing. media designated to be destroyed
— = to Sachgebiet 12 (luK) in the main
Archiving and publishing your data bUIldIng “Welfenschloss” (R318A).
! Supporting services and initiatives . ~
= J —
further reading
Surveillance Self-Defence
(2019): Your Security Plan.
If evitable, do not store data on mobile Check regularly if everybody Online article, 1 October 2019
devices. If you must, remove the data follows the rules. Define .
: : g go to article
from these devices as soon as possible. workflows and responsibilities! i |
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Planning your data management .. . . .
o Refining data according to the FAIR principles
Specifications, guidelines and laws
Correctly archiving data
Collecting, storing and processing data
. N — Publishing high-quality data opens up opportunities!
ocumenting your data processing
Protecting your data Making data available via a repository
Archiving and publishing your data ChOOSinq a SUitabIe I‘eDOSitOI‘V
Supporting services and initiatives . . . . .
Linking journal articles with related data
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Chapters

Which data to keep long-term?

Introduction

Planning your data management

Specifications, guidelines and laws

Collecting, storing and processing data

™

[ Documenting your data processing

Protecting your data

Archiving and publishing your data

Supporting services and initiatives

www.fdm.uni-hannover.de/en

unique?

You do not have to keep all data. However, you should decide consciously
and with good reason what you do or do not want to keep.

basis for published results? . :
| PUbl u reproducible with acceptable effort?

re-use likely? data quality?

required storage volume?

&% 15
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b= [ - Al < Refining data according to the FAIR principles

Chapters _ _
- — Findable (others can find my data)
Introduction » rich metadata in searchable public registries (e.g. the search turth di h
— — databases of repositories) urther reading
i ’ i : . . . - _
:a““'ng your data management permanently retrievable via a unique identifier (e.g. a DOI) Angelina Kraft (2017): The FAIR Data
: Specifications, guidelines and ,awj Principles for Research Data. Article in
— — _ the TIB blog, 12 September 2017.
Collecting, storing and processing data Accessible (others have access to my data)
p— < = preferably online access via standard protocols (e.g. http(s) / ftp) [ go to TIB-Blog ]
il " transparent access conditions GOFAIR: FAIR Principles (Website).
— STt ‘ l go to GoFAIR website ]
. 0 Interoperable (my data is _compatible to other data and can be - o
Archiving and publishing your data .
= . -ﬁ. processed by machines )
: Supporting services and __ ** » systematically elaborated and documented according to disciplinary standards

» machine-readable data and metadata in common and preferably open file formats
= references to other related data

Re-usable (other can utilise my data for their own purposes)
n in addition to all points listed above:
U » adequate documentation and precise attributes (data is comprehensible)

= distinct license (conditions for re-use are defined in a legally binding manner)
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b= {fl i1 Alll = Correctly archiving data

professional data archive
Chapters
p \
Introduction @ 'y P

w S ‘ A r
[ 1 ’ f “ [______XIX}

Planning your data management o
: : Metadata .Q. }n

Specifications, guidelines and laws Pmieth|:| w
. J i A‘t‘éi‘t’éz% > AV go to LUH data archive ]
I 1 arameter X:

Collecting, storing and processing data Szl AR [ ] appropnate f||e forma‘ts @ \
g ) " structured according to what a data archive should offer:

Documenting your data processing dISCIpIInary or data_speCIfIC . .
; - standards = servers located in appropriate rooms
; Protecting your data J D = machine-readable, if possible . red_undant data storage .
> < = periodic replacement of media

Archiving and publishing your data | ® maintenance by professiona|s
- i A o . . = bit stream preservation guaranteed for at

Supporting services and initiatives You can find lists of _flle formats appropriate for long-term least 10 years
< J storage all over the internet, e.g. on this website of Duke = access limited to data owners

University Libraries: (U J
| go to list I

The Research Data Alliance (RDA) compiled a catalogue

of disciplinary metadata standards. ©ok, eritiEl LEl elives

and sticks etc. are NOT
appropriate!

{ go to catalogue l
- ' J
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ICIEIE <hing high-qual .
-==1  Publishing high-quality data opens up opportunities!
Chapters P
Introduction
Planning your data management . . . .
! . special trust in the integrity
Specifications, guidelines and laws . . Of your researCh
> S increased impact on others follow your
Collecting, storing and processing data the SCIentIfIC dISCOUI’SG @ ' example
; : =
Documenting your data processing
Protecting your data g ‘ ‘ n
" J , , -
Archiving and publishing your data additional citations when additional impact and recognition gain’ing profi!e peyond
? : others re-use your data (if data are relevant and of high quality) one’s own disciplinary
Supporting services and initiatives Community
@ Y @ \

www.fdm.uni-hannover.de/en

further reading

Max Planck PhDnet: Incentives to adopt open science
practices in your daily research. Online article, 30 June 2020.

[ go to website ]

\ J

Managing digital research data - Basics, tips & tricks

\_

further reading

open-access.net: Open Access
to Data. Undated online article.

[ go to website ]
y,
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O/ M0 \1aking data available via a repository
Chapters

Introduction

Planning your data management

Specifications, guidelines and laws (dISCIpIInary)
repository

Collecting, storing and processing data

Documenting your data processing

uploads data I\
l/

-— =

Protecting your data scenario 2
; . researcher
- research data
Archiving and publishing your data

Supporting services and initiatives

. . Some repositories offer optional access
restrictions (e.g. for research purposes only)

repository operator
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0 = Choosing a suitable repository
Chapters

Search  Hrowse ~  Suggest Resources »  Contact b DataCite E How is access regu|ated (Open, restricted)?

Introduction

.;::E::;. How is data re-use regulated (e.g. Creative

Planning your data management Commons |iC€ﬂS€S)?

Specifications, guidelines and laws

re3data.org

m Do the data get persistent identifiers (e. g. a DOI)?
REGISTRY OF RESEARCH DATA REPOSITORIES

Collecting, storing and processing data

Is the repository certified (e. g. Data Seal of

|

™

[ Documenting your data processing Approval)?
| go to re3data.org ] B Does the repository have its own policy?
Protecting your data
| | O
ivi ublishing you ' ) ) )
] ArEng and pEIEng vour e . -, Also pay attention to these points:
Supporting services and initiatives = Who is allowed to upload data? i
l ‘ = Which data and metadata formats are accepted? LUH provides its own
= Which (perhaps optional) services do they offer? institutional data repository
= How much do they charge for hosting your data? go to service description ]
- Preferably, clarify these points BEFORE the start of your project. You
will then be able to allocate or apply for the necessary funds, and you
_ can generate your data straight away in the required formats.

J
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Chapters

Introduction

Planning your data management

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Protecting your data

Archiving and publishing your data

Supporting services and initiatives

www.fdm.uni-hannover.de/en

Linking journal articles with related data

( text repository \

a0
up'S
Study

(@)}
c
O
c
Qo :
O data repository
o

/0/0a o

N
further reading
Diana Kwon (2019): The Push to Replace Journal
Supplements with Repositories. Online article, 19
August 2019, on the website of , The Scientist".
[ go to article ]
J

Managing digital research data - Basics, tips & tricks

Buioualajal

\_

0 pT—
LUH also provides its own

Q
\h
oy

Q.
—
(™)

institutional text repository
for open access publications.

[ go to text repository ]
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Chapters

Introduction The Research Data Support Team of LUH

Planning your data management

External information and support

Specifications, guidelines and laws

RDM working groups and initiatives - national and international

Collecting, storing and processing data

Documenting your data processing

Protecting your data

Archiving and publishing your data

Supporting services and initiatives
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QIH [‘ <> The Research Data Support Team of LUH
Chapters

i Introduction | @ ~N
W

‘ e train and counsel LUH members on the
Planning your data management following topics, amonq others:

™)
J

™)
J

Proposal » documentation and publication of data

= DMP and RDM policies
» RDM statements in funding proposals

Specifications, guidelines and laws

r
\

™
7

Collecting, storing and processing data

research service
(Dezernat 4)

™~
-

= | UH services and infrastructures for data
management

Documenting your data processing

PTG Yol RN = legal issues (in cooperation with the legal

- ~  library (TIB) IT department (LUIS) department and the data protection office)

Archiving and publishing your data

C . » practical implementation of data management
Supporting services and initiatives in research processes
- } Please note as well the additional information,
guides and training courses on our website.
L go to website of the ]

Research Data Support Team

™)
J

™)
J
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Chapters

Introduction

External information and support

Planning your data management

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Protecting your data

Archiving and publishing your data

Supporting services and initiatives
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WISSENSCHAFTSBEREICHE

Geisteswissenschaften Sozial-und Chemie
Verhaltenswissenschaften

Physik und Mathematik Geowissenschaften Lebenswissenschaften

Ingenieurwissenschaften

go to overview at forschungsdaten.info (German)

Managing digital research data - Basics, tips & tricks

0

jDiscipIinarv services may provide the
following:

= counselling of projects from a
disciplinary perspective

= discipline-specific info materials

= discipline-specific services, tools
and infrastructure (e.g. a DMP tool,
data processing, quality checks,
archiving and publishing data)

= networking in the disciplinary
research community

= developing and defining disciplinary
standards and policies
= representing the interests of your

discipline towards policy makers
and funding bodies

Get information on services for your
L discipline and current developments! )
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Introduction

Planning your data management

Specifications, guidelines and laws

Collecting, storing and processing data

Documenting your data processing

Protecting your data

Archiving and publishing your data
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RDM working groups and initiatives - national and international

t

nestors™

DINI/nestor-AG Forschungsdaten
(RDM support staff at research
institutions in German-speaking

countries)

website (German)

RDAE

RESEARCH DATA ALLIANCE

Research Data Alliance (RDA)
(international network of RDM

specialists with a special focus on
go to the working group’s ] technical aspects)
[ got to RDA website ]

Managing digital research data - Basics, tips & tricks

O, \

NFDI consortia

The federal government and the state
governments jointly fund the development
of a national research data infrastructure
(NFDI). Its core are disciplinary consortia
composed of researchers and infrastructure
providers. These consortia are tasked with
developing disciplinary standards,
establishing services and organising the
research community.

All researchers are invited to participate
in the work and to join the discussions!

[ go to official NFDI website ]

[ go to NFDI section of DFG website ]

go to NFDI section of
forschungsdaten.info (German)

\_
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Thanks for your attention and have a nice evening!
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